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QUYET DINH
Vd viQc ban hinh Quy ch6 bfro tl6m an toin, an ninh m?ng cria Ddri Ph6t

thanh vir Truydn hinh

GIAM E6C oAT PHAT THANH VA TRUynN TTiNTT nA TinuT

Cdn cri LuQt An todn th6ng tin mpng ngey l9llll20l5;
Cdn cri Nghi dinh sO 85/2016AIDiCp ngd.y 0ll7/2016 cria Chinh phu vd b6o

dim an todn hQ th6ng th6ng tin theo c6p dQ;

Cdn cir Quytit dfnh sO I1I21QE-BTTTT ngey 0511012021 cria BQ truong BO

Th6ng tin vd Truydn th6ng vA vi6c ban hdnh Quy chti b6o d6m an todn thdng tin
m?ng;

Cdn cri Th6ng tu s6 3I120I71TT-BTTTT ngey rcllIlz}l7 ciaB6 Th6ng tin
vd rruydn th6ng vA quy dinh hoat clOng gi6ms6t an todn hQ thting thdng tin;

Cdn crl Quytit dinh 0112021/QD-UBND ngdy Igl0Il2O21 cria Uy ban nh6n
dan tinh vO vi6c Ban hdnh Quy chii bAo dim an todn th6ng tin mang trong hoat
clQng r?ttg dUttg c6ng nghe th6ng tin cira c6c co quan nhi nu6c tr6n dia bdn tinh Hi
finh;

cdn cri Quytit dinh s6 04l20l3lQD-UBND ngey ?lrcI'20l3 cria UBND tinh
He finh quy dlnh chric ndng, nhiQm rr.r, quyAtt hgn vir co c6u tO chric cira Ddi Ph6t
thanh vd Truydn hinh Hd finh.

QUYET DINH:
Didu 1. Ban hanh kdm theo Quy6t dinh ndy VA vi6c ban hdnh Quy ch6 bio

d6m an todn, an ninh m?ng cria Ddi Ph6t thanh vd rruydn hinh Hd finh.
Di6u 2. Quytit dinh ndy co hiQu h,rc thi henh tO ttr ngdy ky.
Didu 3: C6c phdng chuyon mon, Td Quan tri m4ng, c6n bQ vi6n chirc vd

ngudi lao dQng cria Edi Ph6t thanh vi Truy€n hinh He finh chiu tr6ch nhiQm thi
hanh Quytit dinh ndy./.
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Bio dim an toh
CHE

f,a Dhi Ph6t thanh vir Truydn hinh
(Ban hdnh kdm theo 'QD-PTTH nsdy /-6 ttZ|ZO22 ctia Ddi phdt

hinh Hd TTnh)

Chuong I
QUY DINH CHUNG

Didu 1. Ph4m vi didu chinh vn tl6i tugng 5p dgng
1. Pham vi tli6u chinh

Quy ch6 ndy quy dinh c6c chinh s6ch qu6n lf vd c6c bign ph6p nhdm b6o
dim an todn th6ng tin cho c6c HQ th6ng cria Ddi Ph6t thanh vd TruyAn hinh (Ddi):
Trqng th6ng tin ttiQn ttr hatinhtv.vn, Mang internet Vdn phdng, HQ th6ng T6ng
kh6ng ch6 vd ph6t s6ng tu d0ng, HQ th6ng Qu6n lf vd kiOm duyQt tin bdi
HDStation, He th6ng truyAn tai dt 1i6u qua FPT.

2. D)ituqng 6p dr,rng

a) Cdc phdng chuy6n m6n thu6c Edi.
b) Co guffi, t6 chric, c6 nhdn c6 k6t n6i, str dUng HQ th6ng th6ng tin ctraDdi.
c) co guffi, td chric, c6 nhdn cung c6p dich vg c6ng nghQ th6ng tin vd an

todn th6ng tin mpng phpc vp hopt clQng cria HQ thdng thdng tin.
Di6u 2. Gi i thich tir ngir
1. An todn th6ng tin mqng ld sy b6o vQ th6ng tin, h0 th6ng thdng tin tr$n

m?ng tr6nh bf truy nhOp, sri dpng, ti6t 10, gidn dopn, sria d6i hoac ph6 hopi trdi
ph6p nhim b6o d6m tinh nguy6n vgn, tinh b6o mflt vd tfnh kh6 dUng cria thfing
tin.

2. Mqng ld moi trudrng trong do th6ng tin dugc cung c6p, truyAn dua, thu
th0p,xri 1;f, luu_trt vd trao doi ttrong qua mang viSn th6ng vd mpng m6y tinh.

3. He thting th6ng ttn IdhQ thdng bao gom tap hap tniot ui phAn cimg, phdn

-dm vi co sd dfr liQu clugc thi6t l6p phuc vu muc dich tpo lfp, cung .6p, t*ye1
dua, thu th?p, xri ly, truydn ddn, luu trt vd trao d6i th6ng tin trong nQi b0, trao d6i
th6ng tin cl6n c6c co quan, dcrn vi, dia phuong li6n quan.

4. Chil qudn.hQ thting tl6ng tin Id co quan, td chric, c5 nhdn c6 thAm quydn
qu6n ly trgc ti6p dOi v6i hQ th6ng th6ng tin.

5. xdm phqm an todn th6ng tin mgng le hdnh vi truy nh0p, sri dpng, ti6t lQ,
lim gi6n do4n, sria d6i, ph5 hoai trdi ph6p th6ng tin, hQ th6ng th6ng tin.

6. Sw c6 an todn th6ng tin mgng ld viQc th6ng tin, hC thOtrg thOng tin bf g6y
nguy hpi, 6nh hudng tdi tinh nguyon vgn, tfnh b6o mQt ho{c tfnh kh6 dung.

7. Rili ro Qn todn th6ng tin mqng ld nhirng nh6n t6 chri quan ho{c kh6ch
quan co khi ndng 6nh hucrng t6i trangth6i an todn th6ng tin m4ng.

8. Ednh gid rili ro an todn th6ng tin mqng ld viQc ph6t hiQn, ph6n tich, u6c
lugng mric elQ t6n h4i, moi de dga d6i v6i th6ng tin, h6 ttrong th6nj tin.

9. Quan ly rili ro an todn th6ng tin mang ld viQc dua ra c6c bi6n phdp nhim
gi6m thi6u rui ro an todn th6ng tin mpng.



10. Phdn m€m d)c hqi li phdn m6m c6 kh6 ndng gdy ra hopt dQng kh6ng
binh thucmg cho mQt phAn hay todn bO h9 th6ng thdng tin hoflc thgc hiQn sao ch6p,
sria d6i, x6a b6 tr6i ph6p th6ng tin luu trfr trong hQ th6ng th6ng tin.

Il. HC thiSng tqc phin *i* d\c hqi td tQp hqrp phan 
"tug, 

pha" mAm dugc
t<6t nOi vdo mang dO ph6t hiQn, ngin ch{n, 19c vd th6ng kO phAn mdm ddc hpi.

12. Dia chi di€n t* Iddia chi dugc sri dpng dd gti, nhQn th6ng tin tr6n m?ng
bao gdm dia chi thu diQn tri, sd di6n tho4i, dia chi Internet vd hinh thric tuong tr,r

kh6c.

13. Xung dQt th6ng tin Id viQc hai ho{c nhi€u t6 chric trong nu6c vd nu6c
ngodi sir dgng biQn ph6p c6ng nghe, k! thupt th6ng tin gdy t6n hpi d6n thdng tin,
hQ th6ng th6ng tin tr6n mAng.

14. Th6ng tin cd nhdn ld th6ng tin gEn v6i viQc x6c dinh danh tinh cria mQt
ngucri cu th6. l

15. Chfi th€ th6ng tin cd nhdn li ngudi dugc x6c ctfnh tir th6ng tin cdnhdn
clo.

16. Xh ly th6ng tin cd nhdn lA vi6c thgc hiQn mQt ho{c mQt s6 thao t5c thu
thQp, bi6n tpp, str dpng, luu trfi, cung c6p, chia s6, ph6t t6n th6ng tin cdnhAn tr6n
m?ng nhim muc dich thucrng m4i.

17 . Mqt md ddn s1.r-lit k! thupt mQt m5 vd sin phAm mdt md dugc str dpng 116

b6o mpt hoflc x6c thuc aoi voi th6ng tin khdng thuQc pham vi bi mOt nhd nu6c.
18. San phiim an todn th6ng tin mqng ld phAn .fug, phAn m6m c6 chirc ndng

b6o vQ th6ng tin, h6 th6ng th6ng tin.
19. Dich vu an todn th6ng tin mqng ld dich vu b6o vQ thdng tin, h6 th6ng

th6ng tin.
Di6u 3. Mgc tiOu, nguy6n tic bio dim an toirn th6ng tin
1. Mpc ti6u b6o d6m an toin thdng tin
BAo vQ thdng tin,_hQ th6ng th6ng tin tron m?ng tr6nh bi truy nh0p, st dung,

ti6t 16, gi6n doan, sria dOi fro6c ph6 hopi tr6i ph6p nhim b6o c16m tinh ngrry6n vgn,
tinh b6o mft vd tinh kha dUng cria HQ th6ng HQ th6ng thdng tin..

2. Nguy6ntic
a) C6n bQ, vi6n chric vd ngudi lao dQng cria Ddi le d6i tugng 6p dr,rng Quy

ch6 ndy, c6 tr6ch nhiQm b6o d6m an todn th6ng tin vri hQ thdng th6ng tin trong
pham vi xri lf c6ng vi6c cria minh theo quy dinh cua ph6p lupt.

b) 86o dam an todn th6ng tin (ATTT) ld y6u cAu bat buQc, ph6i duqc thgc
hiQn thucrng xuy6n, 1i6n tpc trong qu6 trinh:

- Thu-thpp, tpo lfp, xri ly, truy6n tii, luu trfr vd su dpng th6ng tin, dt liQu.
- rhi6t ki5, thit5t lpp vd vpn hdnh, n6ng c6p, huy b6 he ttro"g th6ng tin.
c) ViQc b6o d6m an toin HQ th6ng thdng tin dugc thpc hiQn mQt cdch t6ng

th6, d6ng b0, tOp try"q trong viQc dAu tu c6c giai prtap b6o vQ, c6 sr,r drrrrg chung,
chia s6 tdi nguy6n ec toi uu hiQu ndng, trdnh dAu tu thira, trtng ldp.

3. Phpm vi chinh s6ch an todn th6ng tin
a) Thi6t lpp chinh sSch an todn thdng tin.



b) T6 chric bAo d6m an todn th6ng tin.
c) Bio d6m ngudn:nhdn lgc.
d) Qu6n ly thitit ki5; xdy dung hQ th6ng.
e) Quin ly vQn henh h9 th6ng.
Didu 4. Nhfrng hirnh vi nghiGm cdm
L. C6c henh vi bi nghiOm c6m quy clinh tai Ei6u 7 LuqtAn todn thdng tin

mAng vi Di6u 8 Luat An ninh m?ng.
2.Tv y d6u noi ttritit bi mpng, thi6t bi cdp phdt dia chi m?nB, thict bi ph6t

, 1 -.:.song nhu di6m truy. cQp khdng dAy c:fra cd nhdn vdo mpng nOi b0; tr6n cing mQt
thict bi thgc hiQn ddng thdi truy cfp vdo m?ng nQi bQ vd truy cflp Intern.t ba"g
thiCt bi tet nOi Internet oiua cd nhen (modem quay s6, USB 3-Gl4G, di6n thoai di
dQng, m6y tinh bAng, m5y tinh x6ch tay).

3. TU i' thay d6i, gO bo biQn ph6p an todn th6ng tin cdi cl{t tr6n thiet bi c6ng
nghe th6ng tin phpc vp c6ng viQc; tg y thay thC,IAp m6i, tr6o doi thdnh phAn cria
tfnh phr,rc vp c6ng viQc.

Di6u 5. Ph6i hgp vdi nhirng ccr quan/td chrirc c6 thim quyiio
1. EAu m6i liCn hC:

a) Ddi Ph6t thanh vi TruyCn hinh tinh:
Giao T6 QuAn tri mpng ld dAu m6i lien hQ, ph6i hqrp vdi Sd Th6ng tin vd

Truydn th6ng, DQi urrg ciru an todn th6ng mang cria tinh vir circ co quan,IO .frri.
c6 thAm quy6n quan lf vC an todn thdng tin, an ninh m4ng; t6 chric thgc hiQn viQc
titip nhpn vd xtr ly cfuc sg c6 vA an todn th6ng tin cria c6c ftq thOng th6ng tin trong
c0 quan. Li6n h6:

- Ong Mai Trsng ViQt - C6n b9 ky thqt CNTT
+ EiQn thopi: 0915667773
+ Email : maitrongviet@gamil. com
- 0rg Nguy6n Vdn Hirng - C6n bO ky thupt CNTT
+ DiQn thopi: 0916236179
+ Email : vanhunghttv @gmail. com

b) Sd Th6ng tin vd TruyOn th6ng tinh He finh
- Nguoi li6n hQ: Nguy6n Thanh L6m - ph6 gi6m d6c Trung t6m.
+ S6 diQn thopi:0914237788

+ Email : ntlaq. st$t@hatinh* ggv,yn

c) cgc An todn thong tin/Trung tdm ung criu kh6n c6p kh6ng gian mang
ViQt Nam flTNCERTICC)

- Ngudi 1i6n hq/bQ phpn: phong Ung criu sg cti
- SO eign tho4i: 0869 100 317

- Email: ir@vncert.vn

- B6o c6o sg c6 qua ndn t6ng diAu phdi, xtr ly su c5 an todn th6ng tin mpng
q.r6c gia: https : I lirlab.vn



- Brio cilo sg c5 qua website cfia vNCERT/cc: https://vncert.vn
Di6u 6. Bio dim,rrgu6n nhin lgc
1' Cim b0 clugc tuy6n dung vdo vi trf ldm vA an todn th6ng tin c6 trinh dQ,

chuyon ngdnh rrc tintr vuc'c6ng 
"gh? 

th6ng tin, an todn th6ng tin, phu hgp v6i vi tri
tuviSn duns. Xdv dpg quv trinh r:r* au''e .i" uo "Jail, iril;rilil* ,u" ro
ddm b6o hiQu quA, ddp tmg y6u cAu nhiOm vu.

2' xdy dwrg k6 hopch vd, dinh r.l' tr".rg ndm td chirc ddo tao, tgp hu6n vA an
todn th6ng tin cho 03 nh6m doi tuqng bao g6m: c6n bQ k! thu0t CNTT, c6n bQquin ly v_a ngudi sri dpng trong hQ th6ng.

Eidu 7. Vur nguli sfr dgng
1' Ngudi sri dgng c6 tr6ch nhiQm rl6m b6o ATTT ooi voi trmg vi trf c6ng

vi6c' Tru6c khi tham gia vdo hQ th6ng phii duqc kitim tra kh6 ndng ddp tmg cdc
y6u cAu vC aftt.

2.Phei duoc,hy*e xuy6n t6 chfc qu6n triQt c6c quy dfnh vc rttr, nhim
ndng cao nhfn thric vA ftdchnhiQm cl6m b6o ATTT.

3. ca nhdn, t6 chric ph6i c6 tr6ch nhiQm tg qu6n ly,b6oqu6n thi€t bi md
minh dugc giao sri dung; kh6ng tg y thay d6i, th6o rgp tnieiui.

4' Cdn bQ nghi ho{c thay d6i c6ng vi6c ph6i thu tdi kho6n truy cQp, th6ng tin
dugc luu tron c6c phuong tiQn luu trfi, c6c trangthict bi may moc, pia;i,:"*, ;rra"mdm vd c6c tdi s6n kh6c thuQc scv hiru cria t6 .ti.i..- ^a5. To quan tri mpng ph6i v6 hiQu h6a tdt ch c6c quydn ra, vdo, truy cap tdi
nguydn, quin tri hQ th6ng sau khi c6n b6 th6i vi6c.

BAo oAn AN roANrHoN;l'liTit.. rHrEr rn, xAy Du*c
Di6u 8. rni6t uc,,url;1*"ffiff?il:;1N
I . Xdy dung cdc titt li6u m6 t6 quy m6, phfm vi vd d6i tuqng sri dung, khai

thdc, quin ly vpn henh hQ th6ng th6ng tin.
2' xdy dung c6c tdi liQu m6 t6 thi6t k6 vd c6c thdnh phAn cria hQ th6ng th6ngtin.

3. Xdy dung cdc titi liQu m6 t6 phucng rin lua chgn gi6i ph6p c6ng nghQ b6od6m an toan th6ng tin. o---- r^^*r

4. xdy dung c6c tdi liQu m6 t6 phucrng 6n lua chgn gi6i ph6p c6ng nghQ b6od6m an todn thdng tin.
5' Khi c6 thay d6i thi6t k6, d6nh gillqitinh phu hqp cria phucrng rin thi6t kt5aoi voi c6c y6u cau an todn crpt ra d6i 

"oTholrGDidu 9. Sft dgng phAn mdm
1. Phan mam ph6i c6 b6n quy6n, nhd s6n xu6t ph6i cung cdp md,ngu6n phan:,

mem.

2' PhAn -dm phii duqc kitim thri tr6n m6i trudng thri nghiQm tru6c khi duavdo sri dung; ki6m tra, d6nh gil antodn th6ng tin tru6c khi dua vdo sri dung trongcdc hQ th6ng cria Ddi.



nAo oAvr AN roA*;lJditllN rRoNc euAN r..f
vaN HAun HE rHoNG HE rH6uc rHoNc rrN

Oi6u 10. Quin Iy an toin m?ng
1 . Quan ly, vOn henh hopt ctQng binh thuong cua hQ th6ng m6y cht, mdy

trpm, mdy cdnhAn vd c6c thict bi t<tri t<tit n6i c6c he trro"e.
a) 86o dim cho hq di6u hanh, phAn mdm cdi dpt trcn may chri hopt d6ng li6n

tpc, 6n dinh vd an todn.
b) Thucrng xuydn ki6m tra cduhinh, c6c file nhQt ky ho4t d6ng cta hQ diAu

hdnh, phdn mdm nhim kfp thoi ph6t hiQn vd xri ly nhrmg ,u .o n6u c6.
c) Quan ly cdc thay d6i c6u hinh k! thupt cria hQ aiA'nann, phAn mAm.
d) Thucrng xuyon cap nhat cilc bhn v6 l5i hQ di6u hdnh, oi-ru" ,116* it nnai

cung cap.

cl) Loai b6.c6c thdnh phAn cria hQ di6u hdnh, phAn mdm kh6ng cAn thitit ho6c
kh6ng cdn nhu cAu sri dUng.

e) c6c ban quycn phan mdm can dugc th6ng k6, qu6n rri thdi gian hpn phuc
vp cho viQc gia hpn.

z. Qdv nhOt, sao luu dg phong vd kh6i phuc sau khi x6y rasg cti
Tri6n khai hQ thOng/phuong tiQn luu trfi dQc lap voi rre trrong rou trt tr6n ciic

m6y chri d6 sao luu dg phong; ph6n lopi vd qu6n ry th6ng tin, dfr liQu duqc luu trfr
theo timg loai/nh6m th6ng tin dugc g6n nhdn fu6? nhau; thgc hign sao luu, dpphdng cric th6ng tin, dfr liQu ccr ban sau: tdp tin c6u hinh hQ thtlng, 6nh hQ di6u
hdnh m6y chri, co sd dfr li6u; dt liQu, th6ng tin nghiQp vu.

3. Truy cpp vd qu6n ly cduhinh h9 th6ng
a) cdn bQ qu6n ly, nh6n vi6n vfn henh truy cfp, khai th6c th6ng tin tpi c6c

hQ thdng theo tr6ch nhiel vd ph6n quycn e.rq. quv dinh; viQc khai th6c th6ng tinphai b6o dam nguyOn t6c,b6o m6t, kh6ng duq" t1r y cung .t inorrg tin ra b6n
ngodi.

b) C6n bQ quAn ly, nhdn vi6n vfn hanh co trdchnhigm theo d6i vd ph6t hiQn
c6c trudrng hqp truy cflp hQ th6ng tr6i ph6p ho6c thao t6c vugt quri gi6i hpn, b6oc6o cho td Quin tri mpng ac tien henir ,rgan ch[n, thu h6i, khul" o;yJ; ;; ;;cria c6c tdi kho6n vi pham.

c) c6u ninn toi uu, tdng cudng bao mpt cho thi6t bi he th6ng (crmg h6a)tru6c khi dua vdo vfn henh, khai th6c.
d) euy trinh tet noi thict bi da.u cu6i cta ngudi sri dpng vdo h6 th6ng m?ng;truv nhsp vd qu6n rj, cdu hinh he th6ng; c6u hinh- t6i uu, ,;;; .;;g b6o mdt chothitit bi -.atg, b6o mft (crmg h6a) tron!-he thfi vd thuc hiQn quy trinh tru6c khiclua h0 tht5ng vdo vfn hdnh khai thrlc.
Di6u ll. eu6n Iy an tohn m6y chri vdr rirng dgng
l. Quan ly, vQn henh hopt dQng binh thucrns giuhQ th6ng mriy cht, mdytrpm, miry cd nhdn vd c6c thi6t bi khi kct n6i c6c trg ttrong.
a) 86o d6m cho hQ di6u henh, phen mdm ,ai aat ti.r -ay chtr hopt cl6ng li6n



tpc, 6n dinh vd an todn.

b) Thuong xuy6n ki6m tra c6u hinh, c6c file nhat ky hoat dQng cira hQ ili6u
hanh, phan mdm nhim kfp thoi ph6t hiQn vd xri l;f nhimg sg cO n6u c6.

c) Quan ry cdc thay {6i c6u hinh ky thuat cria hQ diou hanh, phAn mdm.
- Thucnrg xuy6n cpp nhat chc bhn v6 t5i hQ di6u hanh, phAn mdm tir nhi

cung cap.

- Lopi bo c5c thdnh phdn cua hO di6u hanh, phdn mdm kh6ng cAn thi6t ho{c
khdng cdn nhu cAu sri dUng.

- C6c bin quydn phAn mAm cAn dugc thdng kO, quin l)t thdi gian hpn phUc
vp cho viQc gia hpn.

2. Truy cfp mpng cria m5y chri
86o d6m cdc k€it n6i mpng tr6n m6y chri hoat dQng li6n tpc, 6n dinh vd an

todn. C6u hinh, kitim so6t c6c ki5t n6i, cdc cdng dlch vp tir b6n trong di ra cflng
nh.mg bOn ngodi vdo hQ th6ng.

3. Truy cflp vd quAn trf m6y chri vd img dpng
a) Thay il6i c6c tdi kho6n, mat khAu mflc dfnh ngay khi clua hQ di6u henh,

rl ), .
phdn m6m vdo sri dUng.

. b) C6p quy6n quin lf truy cQp cira ngudi sri dung tr6n m6y cht cdi d4t he
di6u hdnh.

c) Todn bQ m5y chu vd thi6t bi cdng nghe thdng tin kh6ng ph6i m6y tinh
ngopi trtr c6c hQ th6ng bEt Uugc phAi co giao tii5p v6i Internet (c6c hQ th6ng phUc
vu truy cdp Internet; cung c6p giao diQn ra Internet ctra trang tin diQn tri, thu diQn
tu; phqc vu cap nhpt ban v6 hQ diAu hdnh, mdu m6 d6c, m6u dii5m y6u, mdu t6n
cdng) kh6ng dugc tet nOi Internet.

q. C?p nhflt, sao luu dg phong vd kh6i phUc sau khi xhy ra sg c6
Tri6n khai hQ thdng/phucrng tiQn luu trfr dQc lpp v6i hQ th6ng luu trfr tr6n c6c

m5y chri dich vu d6 sao lF au phdng; phdn lopi vd qu6n ly th6ng tin, dt liQu dugc
luu trt theo timg loai/nh6m th6ng tin dugc g6n nhdn kh6c nhau; thgc hiQn sao luu,
dg phdng c6c th6ng tin, dfr 1i6u co bin sau: tQp tin c6u hinh h€ th6ng, Anh hQ di6u
hanh m6y chri, co sd dfi liQu; dt liQu, th6ng tin nghiOp vu.

5. cai d[t, gd b6 he di6u hdnh, dich vp, phAn m0m tr6n hQ th6ng m6y chri vd
img dpng

TO Quan tri mgng chiu tr6ch nhigm cdi clpt phAn mdm cho m6y tinh phpc vu
c6ng vigc. Nguoj dtng kh6ng dugc can thiQp vdo c6c phAn mdm dd cdi d{t tr6n
m6y tinh (thay doi, go b6...) khi chua dugc sg ct6ng y ciaT6 eu6n tri mpng.

6. C6c m6y chri tru6c khi dua vdo vdn henh khai th6c cAn tri6n khai m6t s6
^ x .a.y€u cdu t6i uu vd tdng culng b6o mpt (cung h6a) nhu:

a) Sri dUng hQ diOu hdnh b6o dim an todn th6ng tin.
b) Lopi bo hodc tit tat ch c6c dich vp kh6ng can tt i6t.
c) Sri dUng c6c phi6n bAn phAn m6m an todn.
d) Ki6m so6t truy cQp vd ghi nhpn l4i hoat dQng (log) crtatilt cit c1cdich vu.
c6m tdt cit c6c truy cgp tir bdn ngodi vdo rre ino"g, chi c6p q,rydn truv ,ap



xirc dingcho c5c ngudi dung tin cpy (khi cAn thi6t).
e) Ki6m soSt truy cflp d c6p ngudi dung.
Ei6u 12. Quin lf an toin dfr liQu
l. YOu 

"Au 
utr todn d6i v6i phucmg phdp m6 h6a

a) Ecrn vi xdy dUng vd 6p dung quy dinh sri dr,rng cdc phucrng thric md h6a
thich hgp theo c6c chuAn quti" gia ho{c quo. tc de dugc c6ng nh0n <16 b6o vQ
th6ng tin.

b) Phai co bi6n ph6p qu6n ly khoa md h6a thich hgp dC h5 trg vi6c sri dUng
c6c k! thupt md h6a.

2.Phdn lopi, quan lf vd sri dpng kh6a bf mpt vd dt ri6u md h6a.
3. Ccr ch6 md h6a vd ki6m tra tinh nguy€n vgn cta dfi liQu.
4.Trao eoi m liQu qua moi trudrng m?ng vd phucmg tiQn luu trt;
a) Ban henh quy dinh vd ttao eOi ttrOng tin t6i thi6u g6m: PhAn loai thdng tin

theo mric dQ nhAy chm; q.ry6n vd tr6ch nhiQm crta cdnh6n khi tii5p cpn th6ng tin;
biQn ph6p d6m b6o tinh todn ven, b6o mpt khi truyOn nhdn, xri ly, luu trt th6ng tin;
cne a9 b6o qu6n th6ng tin.

b) C6c th6ng tin, tdi li6u, dfi 1i6u nhay cim ph6i dugc md h6a tru6c khi trao
c16i, truy6n nhAn qua mang m6y tfnh.

c) Thyc hiQn biQn ph6p bAo vQ trang thitit bi, phAn mdm phuc vg trao ddi
th6ng tin nQi b0 nhim hpn ch6 vi6c xdm nhflp,khai th6c U6t trqp ph6p c6c th6ng tin
nhay chm.

5. Sao luu du phong vi kh6i phuc dt liQu (tan su6t sao luu dr,r phong,
phuong ti6n luu trfi, thdi gian luu trfi; noi luu trt, phucrng thirc luu trt vd phucrng
thric l6y dfi liQu ra kh6i phuong ti6n luu trfr.

a) LOp danh s6ch c6c dfr li6u, phAn m6m cAn dugc sao luu, c6 ph6n lopi theo
thoi gian luu trt, thdi gian sao luu, phucrng ph6p sao luu vd thoi gian ki6m tra
phUc frOi n9 th6ng tt dfi liQu sao luu.

b) Xdy dpg tdi liQu, 9uy trinh hudng ddn sao luu/phpc frOi m liQu cua h6
th6ng: T6 quAn trf mpng thgc hign xdy dpg Tdi 1i6u hucnri ddn sao luu cr,r tne AOi
v6i timg hQ th6ng md Edi qu6n ly.

6. CAp nhat d6ng bQ th6ng tin, dfr liQu gifra hQ th6ng sao luu dr,r phdng chinh
vd hQ thdng phu;

a) Dinh kj'hoac khi c6 thay c16i cdu hinh tr6n hO th6ng thgc hiQn quy trinh
sao luu dg phdng: tpp tin c6u hinh hd thdng, b6n du phdng h0 di6u hanh mdy chri,
co sd dt liQu; dt liQu, thdng tin nghiop vu vd c6c th6ng tin, dfi liQu quan trgng
khSc tr6n h6 th6ng (n6u c6).

b) ThUc hiQn sao luu dfr liOu dinh kj,: C6n b0 phu trilchsao luu thgc hiQn sao
luu dinh kj'theo phuong 6n sao luu cld dugc ph6 duyQt.

c) Ki6m tra dinh ki': Dfi liQu sao luu phii dugc luu trt an todn vd dugc ki6m
tra thuong xuy6n ctim b6o s8n sdng cho viQc sri dung khi c6n. Ki6m tra, phuc h6i
hQ th6ng tt dt li€u sao luu.

Di6u 13. Quin If an toirn thiiit bi tIAu cutii



1. Th6ng tin vd thitit bi d6u cuOi (t6n, chfing lopi, dia chi MAC, dia chi Ip)
phii dugc quan lf vd cAp nhpt.

2. Cdc thi6t bi dAu cu6i phai dugc qu6n l)i khi tet nOi vdo hQ th6ng mAng
theo dia chi MAC, IP.

3. Khi truy cQp vi sir dung thiCt bi <lAu cu6i tir xa phii c6 co ch6 x6c thgc vd
sri dpng giao thric m?ng an todn.

4. ViQc cdi d{t, tet nOi vd go b6 thitit bi dAu cu6i trong hQ th6ng ph6i dugc
cho ph6p boi ngucri c6 thAm quydn vd thuc hi€n theo quy trinh dugc ph6 duyQt.

Didu 14. Quin If phdng chSng phAn mdm dQc h4i
t. T6t ch c.6c mdy trqm, m5y_chri ph6i duqc trang Ui pfran mCm phdng ch6ng

md ddc. c6c. phAn mAm phong ch6ng m5 dQc phei duo. ttriet lpp ch3 a0 iu do;;
cap nhft; crri5 aq tg dQng qu6t md dQc khi ruo.h6p, m6 cdc tQp tin.

2. Khi gui vin b6n diQn tu gui qua hQ th6ng thu diQn tri ph6i co dinh dang
theo Danh muc ti6u chuAn k! thupt ,rc tmg dung CNTT trong ,o qrru' nhd nu6c
nhu: (.txt), (.doc), (.odt), (.pdf) vd cdc dinh dpng kh6c theo quy dinh, kh6ng dugc
grii c6c file thgc thi (.com), (.bat), (.exe) ....

3. Cdc c5n.bQ, c6ng chric vd ngudi lao d6ng trong co quan ph6i duoc hu6ng
d6n vo phdng chong md ddc, c6c rti ro do md dQc gdy ra;kh6ng dugc tu y cdi dpt
hoi: gd bo c6c phAn mem tron m6y trpm khi chua ."u ru ;G il; ngudi'c6 th6m
quyAn theo quy dinh cua ccl quan.

4. TX ch cdc m6y tinh cria dcrn vi phii dugc c6u hinh nhim v6 hiQu h6a tinh
ndng tg ctQng thgc thi (autoplay) 
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t6p tin tr6n c6c thi€t bi luu trt di dOng.

5. Khi phSt hiQn rabdt h! d6u hiQn ndo li6n quan d6n viQc bi nhi6; md dQc
tr6n m6y lta- (vi du: m6y hopt <lOng chfm b6t thucnrg, canh bdo tir phAn mdm
phong ch6ng md dQc, m6t dt liQu...), ngudi sri dpng ph6i b6o tr.uc tief t6 ail ;
m?ng co tr6chnhi6m de xri ly.

6. PhAn mdm ute 4ung tru6c khi dugc cdi ddt, sri dpng phai duqc ki6m tra
xem c6 phAn m6m dQc hpi t6n tpi hay khdn { fet ch cdctdp tin, thu mpc ph6i dugc
qu6t md ddc tru6c khi sao ch6p, sri dpng.

7. Dinh k! hing ndm thgc hiQn ki6m tra vd do qu6t phAn mAm dQc hpi tr6n
todn bQ hQ th6ng; Thsc hiQn ki6m tra vd xu ly phAn mem d6c hai khi ph6t hiQn d6u
hiQu hoflc canh b6o vd d6u hiQu phAn mAm dQc hai xu6t hiQn tr6n hQ th6ng.

Di6u 15. Quin Iy gifm sft an tohn hQ thting th6ng tin
1. Thgc thi nhiQm vp gi6m s6t theo quy rlinh tpi kho6n 3, Didu 5 Th6ng tu s6

31I2OI7ITT.BTTTT.
2. Dfnh kj'hing n6m t6 chric n6ng cao ndng lgc hopt dOng gidm sdt theo quy

dinh tai Di6u 9 Thdng tu sO 3I/2017/TT-BTTTT.
3. Chri quAn hQ th6ng th6ng tin c6 tr6ch nhi6m gi6m s6t an todn th6ng tin

theo quy dinh tpi DiAu 14 Th6ng tu s6 3Uzot7lTT-BTTTT.
Di6u 16. Quin lf tli6m y6u an toirn th6ng tin
l. TO QuAn tri mpng c6 tr6ch nhiQm:
a) Quin ly th6ng tin ditim y6u an todn th6ng tin AOi vOi trmg thenh phAn c6



trong hQ th6ng (hQ dieu henh, m6y chri, ung dUng, ...); Phan loai mirc d6 nguy
hi6m cua di6m ytiu; Xdy dpng phucrng 6n vd quy trinh xtr l;f eOi vOi ttrng mric dQ

nguy hi€m cria di6m ytiu.

b) 86o c5o Ldnh daolCan bQ quin Iy ngay khi ph6t hiQn di6m y6u an toan
th6ng tin 6 mric dQ nghiOm trgng. Thgc hiQn canh b6o vd xir ly di6m y6u an todn
th6ng tin theo chi d4o. ViQc xu ly di6m y6r, an todn thdng tin phii b6o d6m kh6ng
giAm 6nh huOng lgiSn do4n hoat dQng cua hQ th6ng.

c) XAy dUng phucrng 6n xri ly tpm thdi d6i vdi trudng hqp di6m y6u an todn
th6ng tin chua dugc khdc phUc vd phucmg 6n kh6i phUc hQ th6ng trong trudrng hqrp

xri lj di6m ytiu th6t bpi.
d) c6 tr6ch nhiQm phoi hgp v6i c6c nh6m chuyon gia, bon cung c6p phAn

mdm h5 trq trong viQc xu 1;f, khic phuc di6m y6., an toirn thdng tin dOi vOi cac
di6m y6u khi cAn thitit.

2. Dinh kj hing ndm ki6m tra, d6nh gi6 di6m y6u an todn th6ng tin cho todn
b9 he thdng th6ng tin; Thyc hiQn quy trinh ki6m tra, d6nh gi6, xir l;i di6m y6u an
tod,n th6ng tin khi co th6ng tin ho{c nhfln dugc c6nh b5o vO di6m y6u an todn th6ng
tin d6i v6i thanh phAn cp th6 trong hQ thdng.

3. Hopt dQng d6nh gi|phsthiQn md dQc, 15 hdng, di6m y6u, thri nghiQm x6m
nhOp hQ th6ng thUc hiOn theo quy dfnh tqi di€m c kho6n 2 Ei0u 20 Nghi dinh s6
85/20164ID-CP vd Di6u 13 Thdng tu sd 03/2017/TT-BTTTT.

Di6u 17. Quin ly sU c6 an toin thdng tin
1. Phdn nh6m sy 
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an tohn th6ng tin mpng theo quy dfnh tpi Quy6t dinh s6

05l20l7lQE-TTg cria Thu 1o*g Chinh phu ngdy 161312017 quy dinh vO hQ thdng
phucrng 6n img criu khAn cdp b6o d6m an todn thdng tin mang qu6c gia; Xdy dwg
phuong 6n ti6p nha+ ph6t hiQn, phdn lopi vd xri ly ban d6u sg cO an todn th6ng tin
m?ng, tmg ph6 sg cO an todn th6ng tin mang.

2. X6'y dUng quy trinh img criu sg cO an todn th6ng tin mpng th6ng thucrng
vd nghiOm trgng theo quy dinh tai Di6u t3,14 euyrit dinh s6 }5lz}r7leD-TTg.

3. Xdy dWrg vd tri6n khai k6 hoach img pho sp c6 an todn thdng tin theo quy
dinh tai EiAu 16 Quytit dinh sd 05l20I7lQE-TTg.

4. PhOi hqp v6i dcm vi chirc ndng trong diAu tra c6c nguy6n nhAn gdy raru co
mdt antodn thdng tin theo chi d4o cria Ldnh dpo co quan.

Di6u 18. Quin lf an tohn ngucri sfr dung dAu cuiSi
t. rc6t n6i m6y tinh/thi6t bi dAu cu6i c,ia ngudi sti dpng vrio h6 th6ng
a) Ngudi su dpng khi truy cfp, str dung tdi nguyCn nQi bQ, truy cflp mpng vri

tdi nguy€n tr6n Internet ph6i tudn thri c6c quy dinh cria phdp lupt vA b6o d6m an
todn th6ng tin vd c6c quy dinh cria co quan.

b) Khi cdi d{t, ti5t nOi mdy tirh/thidt Ui ctAu cu6i ph6i thgc hiQn theo hu6rng
d6n/quy trinh du6i sg gi6m s6t cria Td QuAn trf mpng.

c) M6y tfnh/thitit bi dAu cutii phai dugc xri l;f diOm y6u an todn th6ng tin, c6u
hinh cimg h6a b6o mft tru6c khi k6t n6i veo hQ th6ng.



2. Trong qu6 trinh su dpng
a) Nghi6m tric ch6p henh c6c quy ch6, quy trinh nQi b0 vd c6c quy dlnh kh6c

cua ph6p luflt vC an todn th6ng tin mpng. Chfu tr6ch nhi6m b6o d6m an todn th6ng
tin mpng trong pham vi tr6qh nhiQm vd quyAn han dugc giao.

b) C6 trdch nhiQm tg quin i1i, bao qu6n thi6t bi, tdi kho6n, ring dpng md
minh dugc giao str dUng.

c) Khi phSt hiQn nguy co hoflc sg c6 m6t an todn thdng tin m?ng phii b6o
c6o ngay vdi c6p tr6n vd T6 QuAn tri mpng cta co quan AC qp thdi ngdn chdn vd
xi ly.

d) Tham gia c6c chucrng trinh diro tpo, hQi nghi vA an todn th6ng tin mAng
dugc tinh ho{c dcm vi chuy6n mdn td chric.

Chuong IV
xrnnn rRA, oANn crA vA QUAN Lf nUr nO

Di6u 19. NOi dung, hinh thrfrc ki6m tra, d6nh gi6
1. NOi dung ki6m tra, dtuth gi6:
a) Ki6m tra vi€c tu6n thtr quy dinh cua ph6p tudt vO b6o dim an todn h6

th6ng th6ng tin theo c6p dQ;

b) D6nh gi6 hiQu qua cria biQn ph6p b6o d6m an todn hQ th6ng th6ng tin;
c) D6nh gi6 phdt hiQn md d6c, l5 h6ng, di6m y6u, tht nghiQm x6m nhpp hQ

th6ng;
d) Ki€m tra, d6nh giSl<h6c do Ldnh dao co quan y6u cAu.
2. Hinh thric kitlm ;":a, dfrth giil:
a) Ki6m tra, d6nh gi6 dlnh kj,theo kri hopch cria Edi:
b) Ki6m tra, d6nh gi6 dQt xu6t theo you cAu cria c6p c6 thAm quy6n.
3. Cep c6 thAm q.ryCn ydu cdu ki6m tra, ddnh gid:
a) Ecrn vi chuy6n trdch ATTT;
b) B0 th6ng Thdng tin vd Truydn th6ng.
4. Dcrn vi chri tri kibm tra, d6nh gillddcrn vi dugc c6p c6 thAm quyAn giao

nhiQm vp hoflc dugc lga chgn <lc thgc hiQn nhiQm vu kiom tra, d6nh gid.
Di6u zo.l<6tqufr cfra biQn ph6p b6o tlim an toirn th6ng tin
1. NOi dung ki6m tra, ddtrh gi|
a) Ki6m tra viQc x6c clinh c6p dQ an todn hQ th6ng th6ng tin vd trii5n khai

phucrng 6n bio d6m an toin th6ng tin; Ki6m tra hiQu qu6 cria c6c bi6n ph6p b6o
dAm an todn th6ng tin.

b) Ki6m tra c6ng tilc gi6ms6t an todn thdng tin; img criu su cO an todn th6ng
tin.

c) Ki6m tra c6cn6i dung khSc tai quy ch6.
2.Hoilt dOng ki6m tra vd an toin th6ng tin do Phdng Hdnh chinh - T6ng hqrp

vd T6 Quin trf mang thgc hi6n t4i chc phdng chuy€n m6n sri dung tfti6t Ui un!
dUng c6ng nghe thdng tin.

Chuong V
cONc TAC BAo cAo

ll



Didu 21. Ch6 tIQ b6o cio
1. B5o c6o clinh kj':
a) B6o cfuo an torin th6ng tin dinh k' hing ndm gdm c6c ndi dung quy dinh

t4i kho6n 3 Ei6u 17 Thdng .tu 0312017/TT-BTTTT.
b) 86o c6o hopt dOng gi6m s6t cua chri qu6n hC th6ng th6ng tin dinh ky 6

th6ng theo mdu t4i Php luc 2 Thdng tu 3I\20I7ITT-BTTTT.
2. B6o c6o clQt xu6tr 86o c6o vA c6ng t6c kh6c phpc md dQc, ld h6ng, di6m

y6u, tri6n khai c6nh b6o an toan th6ng tin vd c6c b6o cilo dQt xu6t kh6c theo y6u
),o\

c6u cua c6c co quan qu6n lf nhd nu6c v0 an toan th6ng tin.

Chucrng VI
rnAcH NHrpM BAo oAvr AN ToAN THONG rrN

Didu 22.Dcnviv$n hhnh
1. Thltc hiQn tr6ch nhiQm ctra dcrn vf vpn hdnh hQ th6ng th6ng tin theo quy

dinh tai EiAu 22, Nghf dinh s6 85/2016alD-cp, t4i euy 
"ne "ay 

vit cdcnhiQm vp
do chri quAn hQ thdng th6ng tin phdn c6ng.

2. chi dao c6c phong chuyon m6n thyc hiQn qu6n ly ung dung; qu6n li dfr
liQu; vQn henh hQ th6ng th6ng tin; tri6n khai vd h5 trq k! thuQt, trie" f.nui .Ong ta.
b6o cl6m an todn th6ng tin trong t6t chc6c c6ng dopn 1i6n quan d6n h0 th6ng thOng
tin.

Eidu 23. Tr6ch nhiQm cria Td euin tri m4ng
Thgc thi nhiQm vp b6o d6m an todn th6ng tin vd irng criu sg c6 an todn

th6ng tin mpng theo c5c quy ilinh tAi euy chti ndy.
Di6u 24.Trhch nhiQm cfra dcrn vi cung cip dich vU
1. Dcrn vi cung c6p dich.vu co trSch nhiQm bAo d6m cung c6p dAy dri c6c

thenh phAn, chirc ning; thi6t tcti, thi6t lpp hQ th6ng ddp rmg c6c ycu cAu k! thupt
theo c6p dQ cria tirng hp th,o"g theo ti6u chuAn TC\al 11930:2017.

. 2. Quin ly, vf,n henh, b6o dim an todn th6ng tin cho c6c thdnh phAn hQ
thdng thuQc pham vi quan ly cua minh tudn thri c6c quy dfnh tai euy chti niy. 

--i

Didu 2l.Firto dim an ninh m?ng
Thr,rc hi6n theo Ei6u 12, Ei6u 13, Ei6u 14 ctn Quytit dinh s6 1512/eE-

BTTTT ngey 0511012021 cria Bd truong BQ Thdng tin vd TruyOn th6ng vd viQc ban
hdnh Quy ch6 b6o d6m an todn th6ng tin mpng.

Chuong VII
TO CHUC THTIC HIEN

Di6u 26.TA chrlc tri6n khai euy chti
1. Quy ch6 co hi6u luc thi hdnh te ttr ngey ky ban henh.

.2. Einh k' 02 ndm ho{c khi c6 thay d6i Quy chti b6o d6m an todn th6ng tin
thi ki6m ttalqitfnh phu hgp vdthgc hiQn rd so6t, cQp nhQt, b6 sung. Chfnh s6ch
dugc td chirc/bO ph0n dugc riy quyAn th6ng qua tru6c khi clua vdo 6p dung.

3. Phong Hdnh chfnh - T6ng hqp ph6i hqrp v6i T6 eu6n t i -a"g t6 chirc



I '1F

IF-n
F tri6n khai qu*n triQt Quy chti ndy tttin ttmg c*n bO, vi6n chfc vi nguoi lao dQng ctai _, a _ -_-__p__--

I Dei.
y 4. Trong qu6 trinh thFc hign Quy ch6, n6u c6 v6n tt€ vuong mic, ph6t sinh,

c6c phdng tttuyen Tq phen at*t tip titai ud Phdng Hanh chinh I fOng herp ho{c
fO Quan tri mang t16 t6,ng hqrp b6o c6o ctidu chinh, UO sung.l.


